
Creepy, Invasive, and Exploitative Algorithms:  
A CPM Analysis of Users’ Privacy Breakdowns and  
Recalibration Practices With Social Media Algorithms

Matthew J. A. Craig1    and Jeffrey T. Child2 

1 � COMBOTLABS-CMU, School of Communication, Journalism, and Media, Central Michigan University, 
Mount Pleasant, MI, USA

2 � Department of Communication Studies, University of Nevada, Las Vegas, Las Vegas, NV, USA

Abstract

Social media content filtering algorithms can both provide desired personalized content 
and ads for users. However, sometimes these recommendations can resemble individual 
private information. How might users navigate these experiences to best manage their 
private information? The present exploratory study utilizes the rules- and systems-based 
framework of communication privacy management (CPM) theory to explore social media 
users’ (N = 636) experiences of privacy breakdowns with social media algorithms and inves-
tigates what users do in response to said breakdowns. These responses were refined using 
content analysis and divided into different categories of privacy breakdowns and recalibra-
tion strategies. Implications for future research surrounding human-machine communica-
tion privacy management are discussed in light of our findings.
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Introduction
Social media platforms leverage content-filtering algorithms for personalized user expe-
riences (Auxier & Anderson, 2021). However, the opaque nature of these algorithms—the 
“black box” problem—can lead to user uncertainty about how and what data algorithms are 
used to provide recommendations. This lack of transparency often results in users forming 
folk theories or mental models to interpret unexpected or invasive algorithmic behaviors 
(e.g., DeVito et al., 2018). While personalization features can help cultivate a desired media 
feed, the algorithm’s predictions about the user can sometimes be related to information 
they may not necessarily have wanted the algorithm to predict or know. Algorithmic trans-
parency, or lack thereof, is critical because users frequently cannot verify how or why par-
ticular private information appears on their feeds. This opacity contributes significantly to 
privacy violations, as it fosters uncertainty, confusion, and discomfort among users, shaping 
their perceptions and responses. This study aims to understand better users’ experiences of 
privacy breakdowns with social media algorithms and how they respond to them.

Exploration of the privacy management practices associated with social media algo-
rithms is important, given that users like and dislike receiving curated content. For exam-
ple, when users perceive an algorithm as sophisticated, they trust it more and are more 
comfortable sharing private information (Springer et al., 2017). However, users also dislike 
when search engines and websites track their search behaviors without their awareness 
to provide targeted advertising (Heimlich, 2012). Personalization can broadly be seen as 
helpful, creepy, or undesirable when recommendations are based too much on sensitive or 
private information (Dolin et al., 2018; Leon et al., 2013; Ur et al., 2012).

Social media users must ascribe social media algorithms some form of agency to cul-
tivate a feed that meets their needs through content and recommended advertisements 
(Drüeke & Peil, 2024; Ellison et al., 2011; Taylor & Choi, 2024). Deciding what to recom-
mend to users primarily involves the algorithm’s logic and user input. Specifically, users 
engage in human-algorithm interplay by allowing algorithms to make certain recommen-
dations by disclosing interests and using users’ micro-bits of data scrubbed by the algo-
rithm. While users may not directly disclose some of the private information utilized by 
algorithms, algorithms use all information available about a user to make ad recommenda-
tions (Diakopoulos, 2019; Eslami et al., 2015; Gillespie, 2014; Taylor & Choi, 2024).

When users encounter advertisements they cannot explain, they make assumptions 
about how the algorithm arrived at its recommendations (e.g., folk theories; DeVito et al., 
2018; Lee et al., 2022). Based on users’ micro-bits of collected data, these recommendations 
lead users to feel privacy turbulence because such predictions are too accurate and viewed 
by the individual as something the platform’s algorithm should not know to recommend. 
CPM theory posits that individuals feel like they should have primary control over any 
information about them that is accessed, stored, or utilized by a machine agent (Petronio 
& Child, 2020). As such, individual social media users provide feedback to an algorithm on 
how it cultivates their feed. They do this by telling the algorithm what ads to never show 
again and by clicking on or sharing the ads they like. We refer to this interactive process 
as reflecting human-machine communication privacy management (HMCPM). Studying 
how users interact with social media algorithms and what affordances signal to the users 
that the machine is responsive to their feedback is especially helpful to see the interactive, 
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two-way privacy management process between humans and machines (Bucher & Hel-
mond, 2018; Lutz, 2023; Ronzhyn et al., 2023).

Communication privacy management (CPM) theory allows a robust framework for 
how individuals enact strategies to control private information about themselves and what 
they do when their privacy expectations with machines have been violated (Petronio, 2002, 
2013). In human-to-human interactions, individuals who experience a privacy violation 
with another person can go back to that person, sense-make about the privacy violation, 
and discuss privacy rules that will enable an adequate (re)balance of access to and protection 
of their private information going forward (Steuber & McLaren, 2015). However, exploring 
the human-machine context allows consideration of how users try to interface with a social 
media algorithm to tell it what private information is okay to know or make predictions 
about them (Eslami et al., 2016). Such a focus is necessary to elucidate how people respond to 
privacy breakdowns with machine agents. Filtering algorithms leave users in the dark when 
trying to understand what is stored, how it is acted on and shared, and ways to exert privacy 
control beyond adjusting privacy settings or completely disengaging from use.

HMC primarily focuses on meaning created between people and machines, in which 
machines are observed as both interlocutors with others and mediums through which com-
munication can occur (i.e., communication with and through machines; Etzrodt et al., 2024; 
Guzman, 2018; Richards et al., 2022). Numerous theories from various disciplines have 
been used to explore how meaning is created and studied between humans and machines 
(Richards et al., 2022; Spence, 2019). This current study seeks to map the meaning cre-
ated between the user and algorithm concerning experiences where the algorithm seems to 
know more than it should according to CPM’s central principle of boundary turbulence and 
recalibration. Focusing on an HMC perspective in adapting CPM helps go beyond existing 
privacy research by studying the meaning created in navigating the simultaneous need for 
openness and maintaining control over private information. Specifically, we follow the rec-
ommendations by Petronio (2002), who states that sometimes the best way to learn about 
privacy management practices is to look at breakdowns. As such, we asked users to describe 
a time when a filtering algorithm violated their privacy expectations (privacy turbulence 
from CPM theory) and how they attempted to regain effective privacy management control 
once again (privacy recalibration strategy use). CPM theory provides a practical, theoretical 
process describing how individuals manage their private information that can be more fully 
applied to user behaviors in this context (Petronio, 2013).

Communication Privacy Management and  
Social Media Algorithms
One benefit of using CPM theory in this context is that it is a systems-based framework 
about how people manage their private information with others through articulating and 
utilizing privacy rules to effectively control private information (i.e., information that 
makes an individual feel vulnerable about the possibility of it being shared with others; 
Petronio, 2002). The theoretical principles of privacy ownership, privacy control, and pri-
vacy turbulence enable people to balance the simultaneous desire to be open with others 
and adequately protect access to their private information (Child et al., 2012; Petronio, 
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2013; Petronio & Child, 2020). This boundary regulation process allows for an enhanced 
definition of privacy that integrates human behavior in the human-algorithm context.

CPM theory notes that individuals feel they should be able to own and control pri-
vate information about themselves (Durham, 2008; Frampton & Child, 2013; Petronio & 
Child, 2020). Nuances exist to the ownership of private information in the context of its 
management with social media algorithms. Specifically, as we live in an increasingly algo-
rithmically connected world, trace data is used to predict who we are as people (Segijn et 
al., 2024; Segijn et al., 2025; Segijn & Van Ooijen, 2020; Strycharz et al., 2024). Because of 
the use of this trace data, social media users do not often think about the micro-bits of 
data that can feed over into use by a social media algorithm. When users do not authorize 
the collection of trace data to make individualized predictions, they may come to perceive 
a social media algorithm as having gained unauthorized access to their private informa-
tion that now resides in a collective privacy boundary with the algorithm (Durham, 2008; 
Frampton & Child, 2013; Petronio & Child, 2020).

Once private information resides in a collective boundary, it is controlled by stipulat-
ing sharing, access, and protection rules with authorized co-owners, especially with the 
information residing within the collective privacy boundary perceived as more private 
than public (Kennedy-Lightsey et al., 2012). In the context of social media algorithms, 
when unauthorized access is perceived to have occurred, joint management of private 
information is more complex precisely because the original owner does not know how it 
moved into the collective privacy boundary, which can help prevent further breakdowns 
from occurring (Afifi, 2003; Petronio, 2013).

As social media algorithms are well integrated into daily life for users, it is important 
to examine how users perceive aspects of their private lives showing up in the algorithm’s 
recommendations, leading to different breakdowns. Specifically, algorithms can take the 
most seemingly unobtrusive details about the user from a variety of avenues (e.g., the user 
directly, their location information, purchase history with other offline companies; Kni-
jnenburg et al., 2022) and make intrusive predictions about the user to provide content and 
ads that lead users to feel uncomfortable, if not vulnerable to the algorithm (De Keyzer et 
al., 2022; Ruckenstein & Granroth, 2020; Tucker, 2014). This current research sheds light 
on the growing tension between users’ expectations of privacy management and invasive 
social media algorithm practices. Identifying a typology of algorithmic privacy break-
downs can inform future research on the HMCPM process and how algorithms may be 
modified to allow users the control they desire over their private information—something 
necessary to prevent privacy breakdowns from occurring in the future. Hence, we ask:

RQ1: What are the types of breakdowns that users experience with social media 
algorithms? 

When boundary turbulence occurs, CPM theory and research illustrate that engaging 
in repair practices by integrating new information about privacy expectations and what 
led someone to mark an instance as a privacy management breakdown can help in adjust-
ing privacy management choices in ways that prevent future occurrences from happening 
(Petronio, 2002). For example, in relationships, one recalibration strategy post-violation 
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can be to cut off the violator from knowing any private information in the future (Steuber 
& McLaren, 2015). However, people engage in recalibration not only in personal relation-
ships but also in various tech contexts.

Prior social media research suggests that one way users manage a lack of control of 
their private information is to proactively revisit content shared through social media and 
make deletions to content in order to prevent the further sharing of undesired informa-
tion posted and to maintain adequate online disclosure and privacy management prac-
tices (Child et al., 2011). Recalibration strategies in an algorithmic context may include 
telling the algorithm to hide content and never show that kind of material again, changing 
privacy settings, or simply discontinuing the use of a social media algorithm for a short 
time or indefinitely (Aguirre et al., 2015; Tucker, 2014). Looking at other tech contexts, 
Zimmer and colleagues (2020) found that participants modify the amount of personal fit-
ness information available for co-ownership following a triggering event, increasing their 
privacy management concerns. Holvoet and colleagues’ (2022) research suggests that par-
ticipants may limit future information disclosure or refuse to accept a privacy policy as a 
coping response to commercial data collection and sharing practices. Finally, users may 
also attempt to recalibrate their privacy by searching for random things to throw the algo-
rithm off when its predictions get too close.

However, all of these strategies support that there is utility in learning from the break-
downs and recalibration attempts of others (DeGroot & Vik, 2017; Petronio, 2013) because 
when people experience a privacy breakdown, they feel embarrassed, suffer consequences 
at work, feel exploited by organizations, or experience unpleasant friction in their rela-
tionships (Hargittai & Marwick, 2016). Given that algorithms represent a unique kind 
of co-owner of private information, this second research question explores how original 
owners try to adjust and adapt to the perceived privacy violation in research question two:

RQ2: How do users of social media algorithms attempt to recalibrate privacy 
rules when privacy breakdowns with an algorithm occur?

Method
Participants

Following IRB approval (Kent State University IRB# 879), U.S. residents (N = 636) 18 years 
or older who reported using Facebook, TikTok, or Instagram regularly were recruited using 
Prolific’s issue-specific sampling criterion. Participants invited to participate reported to 
Prolific having used all or any social media platforms: Facebook, TikTok, or Instagram. 
Participants were compensated a minimum of $3.00 each for the study. The sample was 
mostly male identifying (n = 322, 50.62%; 1 not reported), with ages ranging from 18 to  
80 years old (M = 36.90; SD = 13.28). Regarding race, a majority of participants were White 
(n = 372, ≈ 58.49%), followed by Black (n = 93, ≈ 14.62%), mixed (n = 66, ≈ 10.38%), Asian 
(n = 62, ≈ 9.75%), and other (n = 40, ≈ 6.29%), with three participants (≈.47%) not provid-
ing this information to Prolific.
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Procedures

Participants completed a Qualtrics survey where they responded to open-ended questions 
about their experiences of privacy breakdowns and the use of repair strategies with the 
social media algorithm. All questions were worded concordantly to focus on one of the 
platforms (Facebook, n = 213, ≈ 33.49%; TikTok, n = 212, ≈ 33.33%; Instagram, n = 211, 
≈ 33.17%) that participants indicated they used regularly. This wording was consistent 
throughout each participant’s survey.

Participants were asked open-ended questions corresponding to this current study’s 
research questions. Specifically, participants were asked, “In your use of [platform], tell 
us about a time when a target ad or content you were recommended by the algorithm felt 
too personal/intimate/knows too much information,” and “What about the ad or content 
recommended by [platform]’s algorithm made you feel it was too personal/intimate or 
knowing too much information?” The first question helps identify users’ experiences of 
privacy breakdowns; however, the inclusion of the second question enhances our under-
standing of what specifically about the breakdown experience gave way to the user feeling 
the algorithm was too personal, intimate, or knew too much information about them. This 
information helped contextualize the kinds of breakdown experiences social media users 
encounter when interfacing with algorithms. To explore possible recalibration strategies 
employed by social media users, participants were asked, “What did you do (if anything) 
in response to seeing such an ad or content recommended by [platforms]’s algorithm?” 
Together, these open-ended questions capture, from the user perspective, the contributing 
factors in the algorithm’s behavior that led to perceiving something as a privacy break-
down, why it violated their expectations, and what attempts or strategies users employed 
to overcome algorithmic privacy breakdowns.

Data Analysis

Using a derived etic content analysis approach to coding corresponding to our research 
questions (Neuendorf, 2002), the analysis focused on “what units make sense within the 
world of messages” (Neuendorf, 2002, p. 72). Participant responses were reviewed openly, 
and ideas and concepts corresponding to possible breakdown and recalibration types were 
refined through consultation with a CPM expert as a type of content validity check. The 
resulting ideas and concepts were further refined into a preliminary typology of privacy 
breakdowns and recalibration strategies. Participants articulated five types of privacy 
breakdowns, and six different strategies reflect participants’ attempts as privacy recalibra-
tion strategies.

Each category for analysis was defined and operationalized in a codebook used to 
train two independent coders who read through and coded participant responses related 
to both research questions (Neuendorf, 2002). A participant’s entire response to the 
breakdown and, subsequently, the recalibration question was the unit of analysis for each 
research question. Before independently coding 10% of the open-ended data, coders were 
trained and practiced coding sample open-ended responses into the coding scheme. Inter-
coder reliability was not reached for all categories in the first round. As such, coders were 
retrained by looking at disagreements, adjusting the codebook based upon the coding 
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from the first round, and then the coders each coded 10% of the data a second time into 
the coding schema. After this second round, one category required further retraining. On 
the third time, this final category also reached an acceptable level of intercoder reliability 
(Krippendorff ’s α ≥ .70). After intercoder reliability training and testing occurred, the two 
coders divided the remaining data and coded the data with the revised codebook. Inter-
coder reliability checks occurred between the two coders at the end of all of the coding 
by testing intercoder reliability estimates for 20% of the data at the end of the coding. The 
coders had an acceptable level of intercoder reliability at the end as well (α ≥ .70).

Results
Privacy Breakdowns With Social Media Algorithms (RQ1)

The first research question (RQ1) asked what types of breakdowns users experience with 
social media algorithms. The first code, predictive targeting of personal searches, was defined 
as users’ experiences of getting content and/or ads that correspond to their previous searches 
(n = 195, 31%). For example, one participant remarked, “I was searching for some outdoor 
activities for my kids on Google, and when I opened my [platform], I got several ads for 
activity ideas for kids and also some places to go for recreations [sic] with kids.” The range 
of private information predicted by participants’ online searches spans from the mundane 
to sometimes deeply personal and even assumed explicitly private. Regarding a profoundly 
personal matter, one participant wrote, “I had recently been browsing for some workout 
and weight loss tips when I started receiving ads for diets, gym memberships, and self- 
proclaimed personal trainers who knew one simple trick to help lose weight and get shred-
ded fast. It felt pretty invasive and only served to hurt my self-esteem even more.”

The second code, environmental listening/surveillance/interference, was used to capture 
instances in which participants recalled getting content or ads related to previous conver-
sations with other people that did not occur over a medium as if they were being surveilled 
(e.g., face-to-face conversations; n = 176, 28%). For example, one participant shared their 
experience of getting recommended ads or content related to their sexual health that they 
had talked about in the bedroom with their sexual partner, “I recently had trouble getting 
‘it up’ during a hookup. My phone was beside the bed. The next day I started getting ads 
for Viagra, which appalled me.” When asked what about the ad or content made them 
feel it was too personal/intimate or knowing too much information, that same participant 
remarked, “First, that it was listening to what I was saying, not just picking up things that 
I had searched. Second, that it was an intimate topic.”

Within this type of breakdown, participants would share that they would have sexual 
health and general health conversations with other people, including a medical provider, 
only to then immediately receive ads related to the medical conversation. For example, 
one participant recalled, “I once described to my therapist about how I would daydream 
a lot in school to distract myself from my anxiety. Within the next few days, I got [con-
tent on platform feed] about maladaptive daydreaming even though I had never looked 
up anything related to it on my phone.” When asked why they felt the algorithm knew 
too much information, the participant explained, “since it was something related to my 
mental health I felt as though a boundary was overstepped. I don’t want [platform] to be 
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able to know what mental health issues may apply to me. If an app can pick up that infor-
mation and I don’t know what the app does with the information—I am not comfortable 
with it.” As another example, one participant about a topic related to conceiving children 
explained, “I was discussing ovulation sticks with my partner and afterwards I got a few 
targeted ads from scrolling on my feed on Clearblue digital ovulation sticks . . . It was just 
too specific in a personal conversation and I had not searched for any information regard-
ing it.” These above examples highlight the perception of a privacy breakdown related to 
non-mediated communication with other people.

Several participants recalled receiving recommended ads or content from their social 
media algorithm, primarily relevant to health-related private aspects of their lives. This 
was best captured with the third code, exploitation of health and emotionally vulnerable 
health-related private information, which included instances of personalized ads or con-
tent that seem to exploit user health data or things about their overall health that left them 
feeling emotionally vulnerable to seeing it encapsulated in an advertisement (n = 150, 
24%). For example, a participant referencing their health condition remarked, “I have a 
sensitive health condition and after using a telehealth service that treats this specific con-
dition, [platform] started showing me ads for a supplement company that claims to treat 
it.” Responding to the probing question to capture why such an ad or content felt like the 
algorithm knew too much information, the participant explained, “I don’t like that a social 
media company could have a lot of my health data. My health is personal and something 
that I feel should be between me and my doctor and maybe my family and friends if I 
choose to share.” In another example, one participant claimed, “I see vibrator ads which I 
feel is inappropriate. They pop up daily. I don’t know how to get rid of them and how they 
found a way on my feed.” However, one of the most provocative comments in this category 
concerned a participant in their experience on social media following a very recent mis-
carriage, “I just had a miscarriage and I saw on my [feed] a jewelry store that made mis-
carriage memorial necklaces.” The intimate nature of these health-related recommended 
ads or content highlights the complexity of the unique boundaries participants desire, 
depending on the context of the predicted information.

The fourth code cross-platform privacy breaches captured instances in which users 
reported receiving recommended ads and/or content related to previous conversations 
with other people via mediated channels (e.g., phone, text messages, email, instant mes-
senger; n = 22, 3%). For example, participants would recall having conversations about 
family health issues on the platform’s personal messages feature and then getting adver-
tised and recommended content related to a disease that was discussed, “I was asking 
my brother on [platform] messenger about a family concern and disease. Later on, I was 
getting ads for that very subject, so I know I was being watched even with messages that 
should be private.” Another participant remarked, “I was getting ads related to mental 
health services. It felt very invasive since I was just having a private texting conversation 
with a friend about that topic.”

When referring to the breakdown, participants would share their confusion about 
how their conversation on a completely different platform could lead to targeted ads on 
another. One participant’s comment best encapsulates this finding, “I was talking to a 
friend on the instant messaging application called Discord about haircare. A day later, I 
started getting haircare advertisements on Instagram, when these two services should be 
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entirely separate,” and when asked what about this led them to feel the algorithm knew too 
much, they remarked, “ . . . it made me feel like my privacy was being violated.”

During the preliminary review of the data, there were several instances in which par-
ticipants talked about experiencing a breakdown even though they were cautious about 
avoiding it in the first place. This was best captured with the fifth breakdown code, per-
ceived breach despite precautions, representing instances in which participants had a break-
down in privacy management, which occurred even though the participant felt confident 
they took steps or were careful about allowing information to be shared with the platform. 
However, when coding for this in the dataset, specifically regarding the open-ended ques-
tions, occurrences were seldom or non-existent (n = 10, 2%). Because of the exploratory 
nature of the data collection and to allow for further analysis, coders were instructed to 
use a specific category for when the participant’s response to the breakdown questions 
does not fit with the pre-defined codes (n = 83; 13%). Table 1 in the supplementary materi-
als provides a synopsis overview of the breakdown codes (https://osf.io/b2vsy/?view_only= 
2cded04eaa3f4eb3ad71604a478f5a2e).

Privacy Recalibration Strategies With Social Media Algorithms (RQ2)

Research question two (RQ2) asked how users recalibrate to effective privacy management 
following a privacy breakdown with their social media algorithm. Specifically, RQ2 asked 
how do users of social media algorithms attempt to recalibrate privacy rules when privacy 
breakdowns with algorithms occur? Content analysis was used to examine RQ2 through 
coding procedures to help illuminate how users seek to repair the collective boundary with 
their social media algorithms following a privacy breakdown.

Regarding recalibration strategies and/or practices, six categories were thought to 
best capture participants’ responses to experiencing privacy breakdowns with their social 
media algorithms. The first category, passive coping, best represented instances in which 
participants would try to ignore the breakdown, scroll past it, and even express emotional 
responsiveness, like feeling defeated (n = 317, 50%). For example, participants would 
acknowledge the targeted ads or content but then move on with their scrolling behavior, 
saying, “I’m normally like here we go again. I [watch the video] then skip.” This was pres-
ent in other responses from participants. For instance, one participant wrote, “Nothing, I 
just scrolled past it and rolled my eyes,” and another responded, “I felt conflicted because I 
appreciated the advice given but I felt also like targeted so I just kept going.”

In the second category, active boundary management (n = 142, 22%) reflects instances 
where participants tried to adjust the boundary by directly interfacing with the algorithm. 
They would avoid liking certain content that would signal private information to the algo-
rithm, report ads or content as irrelevant, or change their settings on the platform account 
or device. For example, talking about avoiding signaling to the platform that its prediction 
about them was accurate, one participant explained, “I made sure not to like it or interact 
with it so that [platform] wouldn’t think it was on to something.” In another example, 
one participant shares their effort in re-orienting the algorithm by avoiding explicit con-
tent related to their sexuality, “I usually get news feeds. I’m gay. I liked to watch gay men 
dancing to choreographed routines. Eventually, I started getting highly suggestive feeds  
. . . almost gay porn. I did not stay on any of these sites. Slowly, my feeds returned to 

https://osf.io/b2vsy/?view_only=2cded04eaa3f4eb3ad71604a478f5a2e
https://osf.io/b2vsy/?view_only=2cded04eaa3f4eb3ad71604a478f5a2e
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the content that I like.” Participants also shared that after experiencing a breakdown with 
their social media algorithm, they would take action by being careful about their interac-
tions around their devices and altering their privacy settings on the platform. For instance,  
“[I]n response to the targeted ad, I became more cautious about discussing certain topics 
around my phone. I also reviewed and adjusted my privacy settings on [platform] to limit 
data sharing and personalized ad targeting.”

Several participants would talk about adjusting their settings to avoid inadvertently 
sharing their private information, such as closing or deleting their search history, cookies, 
clearing their cache on their web browser, and even verifying that their microphone and 
other physical features of their phones that could have captured their private information 
were not active. This is best encapsulated by this participant’s response to the question 
about what they did in response to the breakdown, “I closed all of my search history related 
to what I was looking for. I updated my settings on [platform] to take off my microphone, 
and I deleted the cookies on my phone to make sure that there was nothing being stored 
or tracked through my phone.”

Discussions with friends and family were one strategy individuals used to try to reca-
librate their privacy boundaries with their social media algorithm, which was observed 
as social validation and knowledge seeking (n = 45, 7%). For instance, one participant 
remarked, “we talked about how weird it was and kept showing each other the videos the 
other had just watched pop up on our [feed],” while another stated, “I was shocked and a 
bit freaked out so I told my mom about it and she was a bit freaked out too.”

Contrary to passive coping, boundary resets, account for occurrences when partici-
pants deleted the platform app, stopped using the platform, or took some form of action 
that severed the privacy boundary (n = 26, 4%). Most often, for participants, this meant 
stepping away from the platform and eventually walking back toward the platform—how-
ever, with hesitation or more care about the information allowed to be shared with the 
algorithm. For instance, one participant explained, “I deleted the app for a while. It felt 
really personal and creepy to be honest. I deleted it for a couple weeks. I am back on it now. 
But with lots of reserve [sic] about it.” This type of response is reflected in the experiences 
of other participants as well, for example, one participant remarked, “I deleted that app 
and eventually redownloaded it and it scares me to this day,” and another explained, “I 
was a little creeped out; I didn’t use it for a couple of days after that, and I even removed it 
from my phone.”

Identified as tradeoff acceptance/resignation, participants would remark that they felt 
taking action was pointless or were unsure what to do at this point. This code had a high 
percentage of agreement among coders (intercoder agreement = 97.76%). However, this 
code was found to have low intercoder reliability from the content analysis. To highlight 
participant quotes that encapsulate this code, one participant wrote, “There were a couple 
of ads, I can’t remember what they were, but they kept rotating around and around and 
around and wouldn’t go away on [platform] so there is an area that you click on to block 
these and you won’t see those ads anymore, however, more ads just kept showing up so it’s 
sort of pointless.” Or put another way, one participant remarked, “I don’t believe I could 
control it once it is in [platform]’s database regardless of what they may say publicly.” Some 
participants would also recall the tradeoff for using the platform in exchange for private 
information (e.g., tradeoff fallacy), for instance, as put by one participant, “I try to ignore it 
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and just assume thats [sic] its part of life If I want to use the internet and social media [sic]. 
It’s the price we all pay for technology.” This category best reflects the conscious toleration 
of surveillance capitalism.

Finally, while it was thought that similar to Metzger (2007), we would find instances in 
which users might try to trick their social media algorithm as a response to experiencing 
a privacy breakdown, such as creative resistance/subversion, this was a seldom occurrence 
(n = 1; < 1%). Similarly to the breakdown codes, independent coders were instructed to 
use a special code to indicate when a participant’s response did not match the existing 
pre-defined codes (n = 82; 13%). Table 2 in the supplementary materials contains an over-
view synopsis of the recalibration codes (https://osf.io/b2vsy/?view_only=2cded04eaa3f4 
eb3ad71604a478f5a2e).

Discussion
This study focused on privacy breakdowns and recalibration strategies with social media 
algorithms. According to CPM theory, privacy breakdowns and recalibration strategies 
are some of the most informative parts of the privacy management process (Petronio, 
2013; Steuber & McLaren, 2015). This comes from the fact that some individuals do not 
fully grasp their norms for privacy management until they experience a privacy break-
down where their expectations have not been met. This current work is foundational for 
understanding privacy management in human-machine communication (or HMCPM), 
has important implications for future research, and corresponds to existing literature sur-
rounding privacy, advertising, and social media algorithms.

First, participants’ recalibration practices broadly showcase users’ adaptive responses 
to privacy turbulence. For instance, in response to algorithmic privacy breakdown expe-
riences, participants would engage in boundary resets and active boundary management. 
Users in this study who engage in boundary resets, or a more extreme form of ceasing 
co-ownership with the algorithm, likely do so out of a lack of straightforward tools pro-
vided by social media companies to allow individuals to engage in more data co-ownership 
with an algorithm. If such tools existed, individual users could more actively manage the 
kind of private information an algorithm can and should act on and what micro-bits of 
information should be forgotten and not acted upon. Given the lack of features and tools 
for data co-ownership, the costs for these users associated with algorithmic co-ownership 
of unauthorized private information outweigh any benefits that may occur from person-
alized advertising and allowing the algorithm to co-own any of their private information 
going forward. This cost-benefit analysis from CPM theory (Petronio & Child, 2020) is 
similar to the privacy calculus model, where people actively consider the pros and cons of 
allowing greater access to their information. People may also engage in boundary resets by 
deleting and then sometimes re-downloading a social media app because they perceive that 
the algorithm has been cleared with the redownload, essentially providing them another 
opportunity to curate their feed as desired and have their private information managed 
according to their desires. Again, other research frameworks, like folk theories, may be 
instrumental in expanding users’ interpretation of why they perceived that a boundary reset 
and redownload may work in terms of engagement with social media algorithmic systems.

https://osf.io/b2vsy/?view_only=2cded04eaa3f4eb3ad71604a478f5a2e
https://osf.io/b2vsy/?view_only=2cded04eaa3f4eb3ad71604a478f5a2e
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In contrast to those who cease co-ownership with the algorithm (through persisting 
with rigid boundary resets), many users engaged in other types of boundary coordina-
tion attempts following a privacy breakdown experience. Specifically, participants in our 
study adjusted and fine-tuned their privacy settings on the platform and deleted some 
of the private information an algorithm stored about them (i.e., clearing ad categories). 
CPM theory suggests that individuals seek to repair the privacy boundary following a 
breakdown to arrive at different privacy management practices in the future than what 
led to the privacy breakdown. As such, we learn a lot about people’s privacy management 
expectations by examining when a privacy regulation system with an algorithm is out 
of alignment (Petronio, 2002, 2013; Steuber & McLaren, 2015). Because of this, we see 
in our data the interactive nature between human and machine agents to try to arrive at 
CPM’s self-regulating principle (DeVito et al., 2018; Eslami et al., 2016; Holvoet et al., 2022;  
Taylor & Choi, 2024).

Prior work concerning algorithmic literacy would conceptualize users’ understanding 
and ability to use algorithms comprising affective, cognitive, and behavioral dimensions 
(Oeldorf-Hirsch & Neubaum, 2023). In the context of our study, it is likely that breakdown 
experiences not only inform recalibration strategies but also impact the users’ attitudes 
toward social media algorithms (affective) and their awareness of algorithmic functioning 
(cognitive) that plays a role in how they regulate the privacy with an algorithm. The results 
of the current study offer theoretical insights into privacy management practices in the 
human-machine context or human-machine communication privacy management prac-
tices (HMCPM). As seen in other CPM-based research, individual privacy management 
with social media algorithms begins with the individual and what information they are 
comfortable with others knowing in collectively owned and managed privacy boundar-
ies. This dynamic is more complicated when moving private information from human-to- 
machine versus human-to-human communication.

Second, passive coping strategies for privacy management highlight the increased ten-
sion between user agency and algorithmic constraints. Recalibration with social media 
algorithms is complicated as they are not only subject to change, but social media plat-
forms are not fully transparent about why the user was provided a specific recommended 
content or advertisement (e.g., only telling the user vague demographic targets) or how 
that information that is now co-owned by the algorithm is being acted upon. Algorithmic 
opacity (i.e., the algorithmic decision-making process is not transparent to the user) can 
be frustrating and lead to increased fatigue and even resignation of privacy management 
(Hargittai & Marwick, 2016; Turow et al., 2015).

Resignation in this context stems from the feeling that privacy violations are unavoid-
able when interacting with an algorithm because it uses predictive associations based on 
data not transparently shared with individual users. When a system like an algorithm is 
semi-closed, managing private information with an algorithm can feel pointless (Hargittai 
& Marwick, 2016; Turow et al., 2015; van der Schyff et al., 2023). That is because they cannot 
tell an algorithm about how they want it to store, track, and ignore content about them in 
desired ways or even know the algorithm’s decision-making process; the end user feels that 
engaging in correcting their privacy boundary is futile. Future research is needed regarding 
the impact of repeated experiences of privacy breakdowns on social media and psychologi-
cal variables (e.g., loneliness, privacy fatigue; Taylor & Choi, 2024; Yang et al., 2024).
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Participants frequently mentioned receiving targeted advertisements and recom-
mended content relevant to their online activity outside the platform (e.g., private brows-
ing history). It is possible that users still do not come to expect these types of breakdowns. 
This lack of expectations about the algorithm may stem from users being engaged in a 
fuzzy privacy boundary (Child & Starcher, 2016), in which the audience comprised of 
known and unknown individuals is collapsed contextually to represent one general audi-
ence who may have access to user data (Child & Westermann, 2013; Miller et al., 2016). 
People do not expect known or unknown third parties to listen in on their conversations 
and take advantage of a fuzzy privacy boundary to disclose that private information else-
where in an unauthorized fashion (Petronio, 2002, 2013). Future work may consider how 
users view the co-ownership of private information with social media algorithms and to 
what extent privacy breakdowns predict co-ownership in this context.

Third, our findings have broader implications for algorithm design, including user-
driven transparency features and tools for boundary coordination. Greater transparency 
in algorithmic design holds significant potential for mitigating the adverse effects found 
in our analysis. If users were more clearly informed about how specific recommendations 
are made—such as clearly communicated explanations about what user behaviors trig-
gered particular ads or suggested content—then uncertainty, confusion, and misattribu-
tion could substantially decrease. This way, algorithmic transparency could help users 
develop more accurate and informed understandings of their online privacy boundaries. 
Consequently, recalibration strategies could evolve from predominantly passive coping 
responses toward more active, empowered privacy management behaviors.

The issue of algorithmic opacity among many of our participant breakdown expe-
riences speaks to existing calls for increased transparency in algorithms (Diakopoulos, 
2014). Social media users are getting personalized advertising related to their private 
information. CPM theory notes that in the context of privacy management, users expect to 
be able to own and control any private information about themselves (Petronio, 2002). Not 
knowing what an algorithm has stored, how accurate those micro-bits of data are to the 
individual, and how that information gets managed by an algorithm complicates the inter-
active privacy management process, leaving individuals few options for coordinating their 
private information. While this current study did not evaluate the extent to which certain 
breakdowns corresponded with particular recalibration strategies, it would be important 
for future work to consider measuring both and determining how people gravitate to spe-
cific recalibration strategies over others and what are the conditions necessary for break-
downs in this context to happen in the first place. For example, an individual’s folk theories 
may be inaccurate, leading to perceptions of breakdowns. Because recalibration strategies 
respond to a particular breakdown, the users’ interpretation of the system may influence 
their enhanced understanding of regaining control over their private information.

In practice, this means that an algorithm may make an educated guess about someone’s 
identity based on geolocation data or other micro-bits of data that could be inaccurate 
and introduce bias into advertisement practices and information provided to the user. On 
the other hand, the algorithmic predictions may be accurate and preempt any disclosure 
practices by the individual, which does not allow them to control and manage information 
about themselves, which is a fundamental assumption for how people feel about the man-
agement of their private information as a primary owner (Petronio, 2002, 2013; Petronio & 
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Child, 2020). As such, greater algorithmic transparency can limit bias and provide users a 
more equitable and fair opportunity to be a more active owner of their private information 
and predictions about them from micro-bits of data stored by algorithmic systems.

Should platforms fail to implement meaningful transparency enhancements, it is also 
possible that users will rely heavily on folk theories that are shaped by incomplete or inaccu-
rate assumptions about algorithms. This reliance may perpetuate feelings of resignation and 
fatigue, weakening their perceived control and diminishing their agency in privacy man-
agement contexts. Users might increasingly view recalibration efforts as futile, exacerbating 
privacy fatigue and dissatisfaction with algorithmic co-ownership of their data. More-
over, future research should seek to understand some of the core and catalyst influences 
on individuals’ willingness to co-own private information with social media algorithms. 
This current analysis of participant experiences illustrates that becoming aware of unautho-
rized access to private information may contribute to whether users desire co-ownership 
with their social media algorithm. However, what remains to be tested is a comprehensive 
evaluation of privacy management in the social media algorithm context that determines 
under what conditions being aware of algorithms informs rules regulating co-ownership. 
Our analysis would suggest that privacy fatigue may play a role in individuals’ willing-
ness to promote co-ownership. Specifically, those who are highly aware of algorithms from 
their breakdown experiences may not be as willing to allow co-ownership; however, privacy 
fatigue may hinder the motivation (e.g., van der Schyff et al., 2023).

Research suggests that algorithm transparency may not have as strong of an interven-
ing role in how users manage private information with an algorithm. However, it can help 
them feel more in control of their private information. For instance, Segijn and colleagues’ 
(2021) review of personalized transparency and control in online privacy management 
research suggests that greater transparency on the part of the algorithm and platform does 
not necessarily lead to users being able to control their private information effectively. 
Our findings correspond to the need for additional research concerning the relationship 
between breakdowns and recalibration practices depending on different variations of algo-
rithmic transparency. The challenge for social media designers and policymakers lies in 
prioritizing transparent human-machine communication strategies. Such transparency 
could potentially restore user confidence, enhance effective privacy management in this 
context, and fundamentally reshape user-algorithm interactions toward healthier and 
more equitable engagements.

Limitations of the Study

There is obviously more analysis to do regarding the open-ended responses in this study. 
As a limitation of this study’s findings, coders could indicate if an open-ended response 
did not match any predefined codes listed in the codebook. The codes presented to them 
were neither fully exhaustive nor exclusive (Neuendorf, 2002). Because of this, coders 
indicated a low number of cases (≈13% for breakdowns and ≈13% for recalibration prac-
tices) as not applicable to any of the codes. However, responses that did not apply to the 
other codes better reflected participants indicating they did not have such an experience 
(e.g., breakdown in privacy management) or the response was unrelated to the question 
being asked. The intercoder reliabilities for the N/A breakdown and N/A recalibration 
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codes were .69 and .77, respectively. While an alpha of .69 is not above or equal to .70, 
it is cited as acceptable for tentative conclusions (Krippendorff, 2004a, 2004b). Within 
those responses marked “response not applicable,” follow-up analysis may be needed to 
work toward illustrating additional codes present in these data that reflect experiences of 
privacy breakdowns and recalibration practices used in response to breakdowns. Some 
codes may coexist with other codes (e.g., exploitation of health and emotionally vulnerable 
health-related private information can also be related to cross-platform privacy breaches). 
Future research may seek to explore the co-occurrence of our identified breakdown and 
recalibration typologies (e.g., Geisler, 2018) and how experiences of one or several kinds 
of breakdowns relate to a user’s overall level of privacy management (Petronio & Child, 
2020).

Conclusion
Users’ experiences of privacy breakdowns with social media algorithms often reflect 
receiving targeted ads and recommended content that eerily relate to previous private con-
versations with other people and other online behavior. In response to these breakdowns, 
users seek to sever the collective boundary (disallow further co-ownership), liking other 
content, or avoid engaging with or spending too much time on the recommended ad or 
content, or lean in to adjust their collective boundary through the use of settings. These 
findings provide insight into users’ issues managing private information with the algo-
rithm and how these different privacy breakdowns lead to certain recalibration practices. 
These results inspire future work investigating human-machine communication privacy 
management (HMCPM).
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